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Installing Open-Audit is not even an trivial ta3kerefore I've setup an VMWare appliance
for straight forward and easy way to try out thésywpowerful audit solution.

Installation

OpenAudit is installed on an virtual ubuntu ser¥@r The ubuntu server is up to date
(5.5.2012). The appliance is realised as an VMVgaesst. Its hardware compatibility level is
4, so it could be run nearly under all VMWare pradult has been tested under VSphere 5,
VMServer 2.0 and VMPIlayer.

I'll show you how to run it under VMPlayer. You cdawnload VMPlayer for no extra costs
from:

http://www.vmware.com/products/player/overview.html

Download and install it. Download and unpack thpliamce zip file and copy it's content to
an empty directory.

Doubleclick "Open-Audit-Ubuntu-10.vmx". Player cosngp and asks if you've moved or
copied it.

Important answer " | moved it" !

Open-Audit-Apphiance. =

éoc‘ ~ Computer = Acer (G2) = Virtual Madhines. = Open- At Appian [ Open:Audi-Appiance - Viware lyer B

Sl —

Organisieren v | Open with VMware Player v Brennen  Neuer Ordner
't Faveriten S
P Desktop Open-Audit-Ubuntu-10.vmx ck

% Downloads |__| Open-Audit-Ubuntu-10.nvram

&l 2uletzt besucht & Open-Audit-Ubuntu-10

4 Bibiiotheken daitl Open-Audit-Appliance - VMware Player

&= Bilder

%] Dokument= udit-Ubuntu-10.vmf (Qj This virtual machine may have been moved or copied.
@ Musik "= In order to configure certain management and networking features, UMwars Player
videos needs toknow if you moved this virtual machine or if you copied it.

If you don't know, answer T copied it".
) Heimnetzgruppe
" Imovedit
1M Computer & { copied it
£ Acer (C)

= DVD-RW-Laufwerk {D:) CBC
& alle (11192.168.3.21) (G3)

8 deiss (1\192.168.3.21) (H:)
S8 disk_2 (\192.168.3.21) (O_|
(- Microsoft Office Kidk-und-L
8 public (11192.168.3.13) (¥
5 austausch (\\192. 163.0.75:| %

o ] e |

Open-Audit-Ubuntu-10 Hnderungsdatum: 05.05.2012 15:

VMware virtual machine configuration Grofe: 1,41K8

After pressing OK the machine will boot.
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4t Open-Audit-Appliance - VMware Player Fie - Virtual Machine - Help ~ 4

feck from wtil-linweng 2.17.2

sdevrssdal: clean, 56084-2531328 files, 484559-10112512 blocks
= Starting AppArmor profiles

= Exporting directories for NF3 kernel daemon...

= Starting NFS kernel daemon

= Starting the Winbind daemon winbind

#= Starting web server apacheZ

After booting you should see something like thaitéd\the Ubuntu machine is configured for
DHCP, you should see its current IP on the scriégou see only 0.0.0.0 DHCP is not
working correctly.

"+  Open-Audit-Appliance - VMware Player Fie - Virtual Machine - Help - . O x

Current IP

192.168.3.105

127.0.0.1

Ubuntu 10.04.4 LTS Openfiudit ttyl

Openfudit login: _

To direct input to this vitual machine, press Cii+G.

Thats all, now you have an running OpenAudit server
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First Audit

It is time to check your installation. The Ubun&nger comes with a preconfigured samba

server. First let us try to access it's smb shares.

Please note: Always change 192.168.xxx.xxx to yRiwhich you can obtain from the

running virtual Ubuntu server !

In windows enter now \\192.168.xxX.xxx\
: P i
E gﬁ [Pt V |

Papierkorb FingerPrint Easy Start reisetagebuich VLC media player

.4 LTS Dpenfudit ttyl

[ Weitere Ergebrisse anzeigen

B4 Herunterfahren | ]

[ 192, 168.3. 105

e (=

Shares should pop up

i8192.168.3.105

& - Netzwerk ~ 192.168,3,105 -

)

Organisieren = Metzwerk- und Freigabecenter  Remotedrucker anzeigen

5] Zuletzt besucht ;‘
:I Openaudit

| Freigab
- Bibliotheken o T

[ Bilder
|°5] Dokumente
.J‘? Musik

B videos

t&- Heimnetzgruppe

ﬁ Computer
% Acer {C1)
o= DVD-RW-Laufwerk (D:) CBC
S alle (11192, 168.3,21) (G2)
8 deiss (11192, 168.3.21) (H:)
o8 disk_2 (\\192.168,3.21) (0
= Mirrnenft Miffre Klideaind4

O
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Open the OpenAudit share, open audit.config witleditor (e.g. notepad)

ern orerren NEuer e HED: h (L] '.g' _
Al name - | e Y
tools
@Eaud\t |
@ audit H,, audit.config + {|\192.168.3.105\0penAudit) - GVIM
|| audit-commented Datei Editieren Werkzeuge Syntax Puffer Ansicht Hilfe
(B el _slow AQERAE e | Liad BRe(ASA|TaHC
_@”map ‘mini config
@vbrunas
: audit_host="http://192.168.3_105"
) ca strComputer = *.*
)& striser = """
11y (H:) strPass = ""
21 audit_local_domain = "n"
il domaln_typl_a - )
B local_domain = “LDAP://it-userdesk.local™
13) (¥
8.0.75
* Standard audit section
audit_location = "r"
= | verbose = "'y**
L ‘audit_host="http://192.168.1.186"
Anderungsdatum: 05.05.2012 22:26 Erstelidat [online = “yesxml™
Gribe: 2,56 KB Offline verfiigl ‘strComputer = *v :
‘strUser = "username_of_pc_or_donain®
‘strPass = "password_of_pc_or_doamin™
ie_wyisible = "n"
ie_auto_submit = "y"
ie_submit_verbose = "n"
- —— EINFIIGEN —
N

For our first try just change this one line

audit_hosthttp://192.168.XXX. XXX

Change the IP address to ubuntu's IP address r(isamuple this is 192.168.3.105). Save file,
close file, then doubleclick audit.cmd.

You should see a dos box, inside running the serpth now collects all data from your
local pc.

After gathering you should see "XML sent to ..200 OK"
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[z C\Windows\system32\cmd_exe

@5 .65 . 2812 22:33:24,. — Able to connect to WMI.
Mo username and password provided — therefore assuming local da

PC name supplied: .
PC name from WHMI: DEISS-LAEFPFI
Uzer executing this script: deiss

System UUID: 638D71A8-6915-B244-2768-6BEB6?84B17F

IP: 192 _168.3.1688
Metwork Info

Partition Info
SCEI Cards

Kevhoard Info
Battery Info
Modem Info
Mouse Info

Suystem Environment Uariables Info
Event Logzs Info

Ip Routes Info

Pagefile Info

Motherboard Info

Onboard devices Info

AU — Security Center Settings
Startup Programs

Services

Internet Explorer Browser Helper Objects
Installed Software 32 Bit
Installed Software 64 Bit
Installed Media Codecs

MDACAUDAC,. Direct¥, Media Player. IE and OE Uersions

Firefox Extensions

Windows Firewall Settings

CD Keys

ODBEC Connections

Mame : CDHKey

Automatic Updating Settings

Audit.vbs Execution Time: 54 seconds.

WML sent to server using ServerdMLHTTFP: 20860 (O0K>

Total Execution Time: 61 seconds.
Driicken Sie eine beliehige Taste . . .

To check the result of this operation it's timepzn a browser.

Enterhttp://192.168.xxx.xxx/openauditt your prefered browser. This should open
OpenAudits Website. Now there should be one diseavsystem.
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illa Firefox

.mmmww@mijﬁ

g@ c x Q I o |htq:|:HJBZ‘168‘1lUE,fopenaudtf fj’ - I?‘“Gocg!a pel
| = open-Audrr [ = =
rs
2 Open-AudIT
Home E) Systems Discovered in the last 3 Days ¥ | | Open-AudIT Webpage.
= - Mark Unwin.
Queries > | 1P Address Hostname Date Audited
Gilhor Roms 5 192.168.3.108 DEISS-LAEPPT 2012-05-05 22:32 Search
Systems: 1
Discovered Ports >
Software Register - |E}Other Items Discovered in the last 3 Days L 4
Audits = | Other Items: 0
Statistics >
Systems Not Audited in the last 3 Days ¥
Admin >
Systems: 3
Help =
Partition free space less than 1000 MB ¥
Partitions: 2 =
E) Software detected in the last 1 Days L 4
Packages: 0
Web Servers ¥
Systems: 2
FTP Servers ¥
Systems: 0
Telnet Servers ¥
Systems: 0 &l
% 2@ Vl=le| al#| = | o
Congratulations !!
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Customizing Installation

The Ubuntu server comes with a preconfigured webnstallation. With webmin you can
change settings on linux machines, without knowdeadlinux/ubuntu.

Enter
https://192.168.xxx.xxx:10000/
into your Browser. Enter user/password (root/pasdyvo

Login to Webmin

You must enter a username and password to login to the Webmin server on
192.168.1.186.
Username root

Password sssnne

[T Remember login permanently?

choose "Network Configuration”

Login: roat Medule Config . )

O Webmin Network Configuration
@ system

O servers

O Others f

& Networking
Bandwidth Monitoring
Linux Firewall
NFS Exports
NIS Client and Server
Network Configuration
TCP Wrappers
idmapd daemon

Network Interfaces

Apply Configuration

Routing and Gateways

system inaccessible via the netwark, and cut off access to Webmin.

Hostname and DNS Client

Search Docs..

S

Host Addresses

Click this button to activate the current boot-time interface and routing settings, as they normally would be after a reboot. Warning - this may make your

@ Hardware
@ Cluster
* Click network interfaces
* Choose eth0
* Change to static if you prefer fixed IP addressyfuur Ubuntu server (recommended)
Logn: oot Module Index Edit Bootup Interface
@ system
O Servers
@ Others Name etho
© Networking Activate at boot? & vas O No
Ef‘ziv\gid:wr\:”nmmnng 1Pv4 address € No address configured
NFS Exports ' From DHCP

NIS Client and Server
Network Configuration
TCP Wrappers

€ From BOOTP

i Static configuration |Pv4 address [192.163.3.204

idmapd daemon Netmask  [255.255.255.0
@ Hardware Broadcast ' automatic @ [192.168.3.255
@3 Cluster
B Un-used Modules IPv6 addresses © |Pv6 disabled
Search:

€ From IPv6 discovery

A\ View Module's Logs € Static configuration (R tL IS Netmask
& system Information 64

-

= Refresh Modules Virtual interfaces 0 (Add virtual interface)

@ Logout

Hardware address & Default l—

Save Save and Apply I Delete and Apply I Delete I

4 Retum to network interfaces
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Using NMAP

OpenAudit also has an interface to nmap (optiom)ap ("Network Mapper") is a free and
open source utility for network exploration or setguauditing. Many systems and network
administrators also find it useful for tasks susmatwork inventory, managing service

upgrade schedules, and monitoring host or senptene. Nmap uses raw IP packets in novel

ways to determine what hosts are available on ¢ftwaork, what services (application name
and version) those hosts are offering, what opegatystems (and OS versions) they are
running, what type of packet filters/firewalls ameuse, and dozens of other characteristics.

To use nmap for OpenAudit on windows you first hevénstall nmap executable. You'll find
an installer on the openaudit share on ubuntu sgfWE92.168.xxx.xxx\OpenAudit\installs)

Name

B Desktop || copymig
{3 nmap-5.51-setup

=] (ol

Choose Components -
Choose which features of Nmap you want to install L)

Sl el s
install, CId(N xt to continue.

Select components to install: 1 Desaiption

92.168.3.21) (G2)
1192.168.3.21) (H:)
92.168.1.13) (1)
52,168,1.13) i) Space required: 55.58
_1(1\192. 168, 1.65) L)

<Back | dext> | [ cancel |

54 openaudit (\4192. 168, 1.186) (Z:)

Open the OpenAudit share, open audit.config witleditor (e.g. notepad)
Edit these lines:

nmap_subnet ="192.168.1." ' The subngtu wish to scan
nmap_subnet_formatted = "192.168.001." ' The swdi padded with O's

Save file and doubleclick nmap.cmd. NMAP scans ymir this will take a time .....

[z Administrator: C:\Windows\System32\cmd.exe - nmap.cmd ﬂ _|EI|5|
nmap.exe —s5 —sl —version—intensity 3 -0 —vu :\Users\deiss\ﬂppﬂata\Lucal\Teu
mp~nmap_1%2.168.3.243_20120506140116.tmp 192. 243

nmap.exe —=5 —slU —uerszion—intensity 3 -0 —vu islzepssdeizz~AppDatasLocalsTe
mp~nmap_192.168.3.244_280120586148125 . tmp 1%2. .244

nmap.exe —=5 —slU —uerszion—intensity 3 -0 —vu islzepssdeiszz~AppDatasLocalsTe
mp ~nmap_192 .168_.3.245_20120586140135 _tmp 192, .245

nmap.exe —=5 —sl —verszion—intensity 3 -0 —u sUzepssdeiszwAppDatasLocalsTe

mps~nmap_192 .168_.3.246_201205A6146144 _tmp 192. . 246
nmap.exe —=5 —sl —verszion—intensity 3 -0 —u sUzepssdeiszwAppDatasLocalsTe
mps~nmap_192.168.3.247_20120586148153 . tmp 192. . 247
nmap.exe —s5% —slU —version—intensity 3 -0 —v twUgepssdeisswAppDatasLocalsTe
mps~nmap_192.168.3.248_20120506140202 . tmp 192. .3.248

After scanning you'll find all scanned items in @pedits Webinterface (other items).
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Passwords

You can login to Ubuntu server directly (via virteansole)

Valid users are
administrator / password
root / password

You can login to Ubuntu server via ssh (putty)
Valid users are
administrator / password

root / password

mysql login
root / password

webmin login
root / password
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Appendix

Installing webmin

e apt-get install perl libnet-ssleay-perl openssl |ibauthen-pam per

libpamruntinme |ibio-pty-perl apt-show versions python

« wget http://prdownl oads. sour cef orge. net/webadm n/webnin_1.580 all. deb

e dpkg --install webnmin_1.580 all.deb
audit.config

strUser = "username_of_pc_or_domain"
strPass = "password_of pc_or_doamin"
audit_local_domain ="y"
domain_type = "ldap"

local_domain = "LDAP://yourdomain.local"

nmap_subnet = "192.168.1." ' The sulgnatwish to scan
nmap_subnet_formatted = "192.168.001." ' Theasupadded with O's

Patch to SVN

New objectmodel in IE9 requires to set compatibility mode.
include.php (line 72,added two lines)
<title>Open-AudIT</title>

<!-- Mimic Internet Explorer 8 -->

<meta http-equiv="X-UA-Compatible" content="IE=EmulateIE8" >
<link rel="icon" href="favicon.ico" type="image/x-icon"/>
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